
Olymp Trade ensures availability of its 
resources and provides a secure trading 
environment for customers using Qrator 
Labs �iltering network

Use case — Olymp Trade  
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Olymp Trade is an online trading platform used by 

over 89 million traders in more than 130 countries.

Since 2014, Olymp Trade has provided a safe and 

regulated trading environment designed with its 

traders' needs in mind, from the intuitive interface 

to the wide range of simple and effective trading 

tools.

The usage statistics of the online platform is impres-

sive: the number of simultaneously trading sellers 

reaches 20,000, the amount of daily transactions on 

the platform is over 1M. Moreover, within a month 

100,000 new traders make about 15 million transac-

tions.
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Engineers of Olymp Trade 

note that intruders attempts to 

hack the system have repeat-

edly been observed. However, 

signi�icant negative consequ-

ences on the system and criti-

cal losses can be avoided th-

rough a combination of techni-

cal and administrative measu-

res. 

For example, by a separation 

and additional protection of 

funds circulating in the system: 

“just like that” you would not be 

able to withdraw the money. 

Any withdrawal attempt should 

receive information from the 

account holder. Thus, any sus-

picious activity would be instan-

tly suppressed.
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“The effectiveness of the Qrator Labs solution is 

high”, said the Olymp Trade representative.
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Olymp Trade considered DDoS mitigation servi-

ces from several contractors, but, in the end, ma-

de the Qrator Labs decision. Among the main re-

asons were a positive teamwork experience, high 

professionalism and a complete understanding 

of the internal technical structure of the �inancial 

company.
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“It is fair to admit that we did not 

immediately realize that the ab-

normal activity is hiding a real 

threat”, said Olymp Trade rep-

resentative. “By carrying out ex-

tensive advertising activity, we 

already faced a severe increase 

in requests that put a signi�icant 

load on the platform, and at �irst 

believed that our system does 

not withstand a large number of 

new and relevant users. It see-

med to us that this tra�ic was 

valid until the experts began to 

disassemble it by logs.

Attempted attacks aimed L2 and 

L7 on several vectors, starting 

with trial strikes on our service 

and ending with a long night 

series of continuous requests. 

Our 24-hours technical support 

service immediately reported a 

signi�icant deterioration of ser-

vice and instability of the plat-

form: at night we raised the 

team of our technicians and, 

having evaluated the problem, 

started switching to the Qrator 

Labs �iltering network.”

Sometime after connecting, 

learning and setting up the 

network, Qrator Labs �iltered 

out all the illegitimate tra�ic, and 

the work of the platform was 

normalized.
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For the convenience of customers, some mobile 

applications do not require CAPTCHA input, whi-

ch malicious actors try to exploit. Olymp Trade 

periodically encounters attempts to compromi-

se end devices and applications, such as brute 

forcing passwords. The company is aware of su-

ch exploitation attempts and actively combats 

them. To protect customers, new account pro-

tection algorithms have been introduced, and a 

WAF (Web Application Firewall) has been ad-

opted to prevent the risk of compromising the 

trading application.

At the same time, some poten-

tial attack vectors are poorly 

controlled. Infected Android 

devices redirecting SMS to mali-

cious actors, desktop keylog-

gers – this is the nowadays rea-

lity. Fixing the situation is di�i-

cult because this vulnerability 

exists on the end-user side. We 

should pay tribute to the 

Olymp Trade technical support 

specialists, who always warn 

traders about possible non-mar-

ket risks and try to �ind the best 

options for ensuring their se-

curity.
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Mobile hacking
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History of success — Olimp Trade  
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