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Use case — Cindicator



Challenges

The high potential of the Cindicator project in the
scope of rapid cryptocurrencies development
makes it very noticeable in the competitive trading
market that gives rise of frequently organized
DDoS attacks.

Therefore, the company was its online infrastructure 24/7

looking for a DDoS mitigation thus helping mai’htain a good
solution that could ensure business re/pu/tation as a reli-

uninterrupted functioning of able sﬂerv’iée provider.
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Solutio Q3

After testi
various antiDDoS providers based on parameters

g a range of solutions provided b

such as SLA, attack response time, global net-

work coverage, price the company preferred the

only a couple of hours, with

need for any changes to the

customer's infrastructure. Cur-

rently, Qrator Labs' geographi-

cally distributed filtering network

protects the client's resources

from DDoS attacks at all levels of ork fajlure, with 15 points of

the OSI model, up to the appli presence across the globe and
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-Xperience

In May 2021, the cryptocurrency market experi-
enced one of its worst days since March 2020. The
total market o\épitalization collapééd by more than
$ 500 billion, and the bitcoin rate dropped to $
30,000 for the first time since the end of January.

This rate drop caused a new surge in DDoS attacks.

DDoS attack botnets are also ercial DDoS attacks. So, against
used to mine cryptocurrenci- the backdrop of a cryptocurr-
es. When cryptocurrencies encies’ sharp collapse on May
rates get high attackers redi- 25, 2021, Cindicator and its
rect botnets powers to mining, product Stoic, a crypto tradi-
which becomes much more ng artiﬁci;‘al intelligence bot,
profitable. While the decrease were exposed to two large-sca-
in cryptocurrencies rates bot- le DDoS attacks, arranged wit-
nets are monetized in a diffe- hin 2 hours interval.

rent way - by arranging comm-
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- XPerience

The duratio incident hardly exceeded 15

minutes of continuous

st episode, the DDoS bandwidth reached 16

Gbps. It was a low-level flood that was success-

ully fitered by the

Qre abs network. During

the second more serious episode, the attack band-

nvidth reached 487 Gbps and 47 MPPS, affecting

the application layer: the attackers generated mo-

re than 8 thousand requests per second to the
attacked web application. The filtering system
blocked about 4 thousand bots.

malicious traffic. In the fir-
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- Xperience

“The safety of Stoic users is our top priority. Con—
necting to the Qrator Labs netvvork has helpeql Cin-
dicator to mitigate mfrastructural risks and m the
meantime avoid the reputannal ones, which IS high-

ly important when working vvlth a large number of

users. We cannot afford even a single rmnute of

downtime. Our platform must run ||I<e cleekvvork/

24/7, and cooperation with Qrator /L/abs helps us

reach this continuous availabilit/y‘/,/////The filtering net-

-~ work mitigates DDoS attac:|<fs’61E any complexity in a

completely invisible mode, which makes it possible

to focus on our business tasks to create a holistic

and in-demand traders ecosystem’, comments

Vlad Kazakov, Head of Products at Cind”i/éator.
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