
Intelligent network attacks protection for 
competitive trading market

Use case — 
Cindicator  
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Founded in 2015, Cindicator is a Hybrid Intelligen-

ce platform that creates tools for effective deci-

sion–making and provides valuable, independent 

and accurate predictive analytics for hedge funds, 

private equity funds, and investments �irms.

Cindicator collects everyday forecasts from more 

than 130,000 �inancial analytics and enhances it 

with more than 50 machine learning modules and 

neural networks. It allows the company to create 

highly valuable signals, indicators, and sentiments 

of the traditional and crypto markets.
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Therefore, the company was 

looking for a DDoS mitigation 

solution that could ensure 

uninterrupted functioning of 

its online infrastructure 24/7 

thus helping maintain a good 

business reputation as a reli-

able service provider.
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Connecting to the service took 

only a couple of hours, with no 

need for any changes to the 

customer's infrastructure. Cur-

rently, Qrator Labs' geographi-

cally distributed �iltering network 

protects the client's resources 

from DDoS attacks at all levels of 

the OSI model, up to the appli-

cation layer (L7), without requir-

ing the involvement of the cus-

tomers’ specialists and manual 

con�iguration.

The platform provides reliable, 

low latency web infrastructure 

protection against any cyber 

threats that could lead to net-

work failure, with 15 points of 

presence across the globe and 

�iltering bandwidth exceeding 4 

Tbps.
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After testing a range of solutions provided by

various antiDDoS providers based on parameters 

such as SLA, attack response time, global net-

work coverage, price the company preferred the 

cloud-based �iltering service from Qrator Labs.
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DDoS attack botnets are also 

used to mine cryptocurrenci-

es. When cryptocurrencies 

rates get high attackers redi-

rect botnets powers to mining, 

which becomes much more 

pro�itable. While the decrease 

in cryptocurrencies rates bot-

nets are monetized in a diffe-

rent way – by arranging comm-

ercial DDoS attacks. So, against 

the backdrop of a cryptocurr-

encies’ sharp collapse on May 

25, 2021, Cindicator and its 

product Stoic, a crypto tradi-

ng arti�icial intelligence bot, 

were exposed to two large-sca-

le DDoS attacks, arranged wit-

hin 2 hours interval.
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The duration of each incident hardly exceeded 15 

minutes of continuous malicious tra�ic. In the �ir-

st episode, the DDoS bandwidth reached 160 

Gbps. It was a low-level �lood that was success-

fully �iltered by the Qrator Labs network. During 

the second more serious episode, the attack band-

width reached 487 Gbps and 47 MPPS, affecting 

the application layer: the attackers generated mo-

re than 8 thousand requests per second to the 

attacked web application. The �iltering system 

blocked about 4 thousand bots.
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History of success — Cindicator  
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