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2018 began with the largest ever memcached amplification DDoS attack, 
marking the dawn of a new era in volumetric attacks for the cybersecurity 
industry to confront. The most surprising aspect of the event was the reaction 
by the industry: shutting down most vulnerable servers within a month. This 
seems impressive, unless you focus on the lack of preventative measures 
to avoid the incident even starting in the first place. 2018 showed that be-
sides BGP manipulations, terabit-per-second DDoS attacks are also capable 
of knocking out mid-level internet service providers, if not the biggest ones. 
Few would disagree with the assertion that the quantity of amplificators will 
not drop anytime soon, so it follows that the risk of 2019 bringing another 
record-breaking onslaught is quite high.

Highly aggressive attacks concentrated within single regions now occur with 
increasingly higher frequency and bandwidth. Threats from globally fragment-
ed botnets have become quite manageable, but what if the same amount of 
attacking devices are targeted all within a single city where your business 
operates? Mitigating such attacks requires additional experience in network 
management, capability modeling and extra capacity, as well as preparedness 
to add latency on the customer’s service.

Powerful DDoS attacks concentrated within a single region represent a grave 
threat. We are not saying that it is a new threat - it has always been evident 
that at some point there would be enough attacking force within one country 
to shutdown any internet business, we just weren’t sure the threshold would 
be reached in 2018. But it was, in the form of 500 Gbps attacks originating 
100% within one region. Such force that highly concentrated could do great 
harm even to the most prepared players. We expect this not only to happen 
again but more frequently and in many more countries since individual coun-
try and regional networks have become so large, fast and efficient. Europe, 
Russia, China, both Americas, India — all these vast territories have steady net-
works ready to be weaponized in order to take some regional target out of the 
service.

Executive summary



The number of encrypted attacks is rising significantly, marking a big change 
in Qrator Labs filtering without decryption service, its quality and the market 
demand. In previous years, such attacks were rare, as most “big whale” DDoS 
attacks utilized the old HTTP vector. But now, encryption-capable bots have 
appeared, learning additional capabilities.

Network-related risks and threats have grown enormously during the past 
three years, and everyone must adapt to the growing complexity, as well as 
bandwidth, of DDoS attacks. Two parameters are fundamental to building a 
fail-tolerant filtering network, as well as any other network: overprovisioned 
bandwidth and scalable architecture with closer-to-traffic points, rather than 
closer-to-visitor points. We have to keep up with the growth of average and 
maximum attack bandwidth and complexity to keep serving the best possible 
connectivity, even under DDoS attacks.

2018 was an important year for BGP security with many remarkable events. 
BGPSec is finally a standard, although nobody expects it to be fully imple-
mented due to its complicated support requirements.

But, BGP is becoming much more popular among attackers, who most fre-
quently use it to hijack traffic and redirect users to phishing websites. As the 
number of BGP victims grew, the point was reached in 2018 where it became 
clear that this problem required an aggressive response. It bears repeating 
that encryption does not save your users from being tricked this way since 
attackers can sign SSL certificates so the user will not see any difference and 
no browser alerts would be activated.

BGP-related hijacking risks are actually much more widespread. The possi-
bility exists for SMTP to be hijacked in the same manner, allowing attacks 
on DNS infrastructure if a server does not support DNSSec. A proxy server 
probing such hijacked traffic could create lots of problems. From what we 
have seen in the last decade, such “vulnerabilities,” or alternative methods of 
protocol abuse and manipulation, could be found in a broad range of different 
protocols. BGP vulnerabilities were known for a decade before we saw the 
first protocol attacks target big players.



DNS manipulation, such as cache poisoning, often goes hand in hand with 
attempted BGP hijacks. In 2018 we saw several cryptocurrency heists orga-
nized specifically by applying these two protocols.

The assumption that attackers know little or nothing about internet topology 
no longer applies. This is an important development since the industry en-
joyed the comfort and advantage of knowing that only the good guys knew 
how high-cost network equipment really works at each connection hop. In 
2018 we saw more sophisticated attacks, probably based on months of plan-
ning. While we may say “there’s nothing new,” We should recognize and remain 
wary of constantly growing and evolving threats, and avoid the distractions of 
levity and over-confidence.



It is also clear that attackers now understand the power of “homework” and 
self-education. From searching through old forums, conference talks and pro-
tocol specifications it is still possible to find little-known unpatched vulnerabil-
ities like the memcached amplification epidemic attacks of a year ago, during 
Spring 2018, which broke existing records for volume and bandwidth.

Making matters worse is the fact that attackers don’t need their own expen-
sive infrastructure or uncommon computing power to launch vicious assaults 
– everything is readily available within arm’s reach.

Key findings of 2018

Average DDoS attack

duration dropped to 2.5 hours;

The frequency of DDoS attacks

continues to grow;

The continuing growth

of HTTPS-enabled (SSL) attacks;

BGP finally became

an attack vector, 2 years later

than we expected;

DNS manipulation has become

the most damaging attack vector;

There are no more “safe industries”

that are invulnerable to

cyberattacks of any kind.

Other new amplification vectors

are possible, like memcached;

During 2018, the capability

appeared for attacks at hundreds

of gigabits-per-second within

a country or region, bringing us

to the verge of “quantum theory

of bandwidth relativity”;

PC is dead: most of the legitimate

traffic today comes from smartphones,

which is a challenge for DDoS actors

today and would be the next challenge

for DDoS mitigation companies;



Memcached amplification 
attack profile

In 2017, a group of Chinese cybersecurity researchers from the 0Kee team re-
vealed the memcached amplification vector— it took only a couple of months 
for the record-breaking amplified DDoS-attacks to take advantage of unse-
cured memcached servers.

Being open-source, free, and available in almost every Linux distribution, Mem-
cached, which has an extraordinary amplification factor exceeding 10,000x 
(Akamai reported amplification factor above 50k), is a powerful tool for caus-
ing disruption.

Although the researchers only took advantage of the amplification effects of 
the vector in 2018, the amplifier itself was introduced 10 years ago, when the 
UDP protocol listing was added to the memcached—nobody cared about the 
amplifier itself at the time. Only now, with the continuous growth of bandwidth 
over the networks, has it become a significant issue.

The general idea behind reflection/amplification has not changed a bit. First, 
the forged (IP-spoofing) requests are sent to the vulnerable (open to anyone 
on port 11211) memcached server, after which the UDP server prepares the 
response and, with the help of the attacker, delivers thousands of them to the 
target host, overwhelming the network channels with a flood of responses. 
Massive amounts of delivered Packets Per Second and Bits Per Second can-



not be mitigated without a proper solution since such traffic would make edge 
routing devices unavailable quite quickly.

The current record for DDoS attack bandwidth, is a 1.7 Tbps assault on one of 
Arbor Network’s customers in 2017, followed by a 1.3 Tbps attack on GitHub 
(under Akamai DDoS-mitigation service). However, those are numbers which 
get us very close today to what could be called “quantum theory of bandwidth 
relativity”: the observed attack power depends mostly on the observer, or, in 
other words, the same attack could be seen as 1 Tbps one by one network and 
as a 2 Tbps one by another. In any way, those are numbers a typical network 
simply cannot handle in a single location wherever it is located on the globe.

Though the number of vulnerable servers on the Internet is decreasing, at-
tackers are in search of new and more powerful ways to exploit vulnerabilities. 
Sysops in charge of memcached servers mostly seem to be either careless 
or ignorant, so there’s going to be a long tail while trying to shut down the 
remaining caches. That is why it’s still important to find a way to handle the 
memcached amplification problem at the operator network level.

Retrospective



In 2018, our company “celebrated” two record-breaking attacks on its net-
work. The Memcached amplification attacks, which we described in detail 
during late February 2018, reached 500 Gbps in the case of the Qiwi payment 
platform, a customer of Qrator Labs. Then, in late October, we received a high-
ly concentrated DNS amplification attack on one of our customers within the 
Russian Federation. 

DNS amplification is an old and well-known DDoS attack vector which is pri-
marily volumetric and raises two problems, In the event of a hundreds of giga-
bits-per-second attack, there is a high chance of overloading our upstream 
channel. How to fight this? Obviously, we have to spread such load among 
many channels, which leads to the second issue— added latency that results 
from changing the traffic flow to our processing point. Fortunately, we suc-
cessfully mitigated that particular attack with only load-balancing.

This is where flexible load-balancing demonstrates its true value, and since 
Qrator Labs manages an anycast BGP network, Radar is modeling the spread 
of traffic across our network after we adjust the load balance. BGP is a dis-
tance-vector protocol, and we know those states because the distance graph 
remains static. Analyzing those distances and considering LCPs and Equal-
Cost Multipath, we can estimate the AS_path from point A to point B with high 
confidence.

This is not to say that amplification is the most dangerous threat — no, appli-
cation layer attacks remain the most effective, edgy and invisible since most 
of them are low-bandwidth.

This is the main reason Qrator Labs upgrades connections with operators 
based on points-of-presence, while widening the areas of presence too. That 
is a natural step for any network operator these days, assuming its numbers 
are growing. However, from the attackers’ perspective, we believe it is com-
mon to collect a mediocre botnet and only afterwards focus on looking for the 
richest array of available amplificators to strike from all guns possible, at the 
highest possible reload rate. Hybrid attacks are here, growing in bandwidth, 
packet rate, and frequency.





Botnets evolved significantly in 2018 and their masters found a new job for 
them—click fraud. With the rise of machine learning and headless browser 
engines, click fraud became much easier to accomplish than just a couple of 
years ago.

A today’s average website receives around 50% to 65% of its traffic from mo-
bile devices, smartphone browsers, and applications. For some Web services, 
this figure is close to 90% or 100%, while a desktop-only website today is a 
rare thing being encountered mostly in enterprise environments or some bor-
derline cases.

PC is basically dead in 2019, which renders some of the used-to-be-neat ap-
proaches, like mouse movement tracking, utterly useless for bot tracking and 
filtering. In fact, not only PC (with all the shiny laptops and all-in-one desktop 
machines) is rarely a source of a major traffic share with certain websites, 
but it’s frequently becoming more of just an offender. At times, just denying 
access to whatever is not a proper smartphone browser is enough to mitigate 
a botnet attack completely causing at the same time about zero negative im-
pact on key business performance indicators.

Botnet authors are used to implement or imitate the behavior of desktop 
browsers in their malicious code, just as the website owners are used to be-
lieve that PC browsers really matter. The latter has changed recently, so within 
a few years, there should also happen a change in the former.

We already stated that nothing changed significantly during 2018, but change 
and progress maintained a steady pace. One of the most significant examples 
is Machine Learning, where improvements were especially evident, particu-
larly in the area of Generative Adversarial Networks. Slowly, but steadily, ML 
is reaching the mass market. The machine learning world has become more 
accessible and, by the end of the year it is no longer restricted to academics.

We expected to see the first ML-based (or otherwise related) DDoS attacks by 
the beginning of 2019 but it still has not happened. We expect such a develop-



ment because of the low cost of ML-generated data right now, but apparently 
it is not low enough.

If you think of the current state of “automated human” industry, putting the 
neuro-network on top of that is not a bad idea. Such a network would learn 
real human behavior in the context of managing web page contents. That is 
something that everybody would call “AI user experience” and, of course, such 
a network equipped with a browser engine could produce a very interesting 
arsenal for both sides, offense and defense.

Sure, teaching the network is expensive, but distributing and outsourcing such 
a system could be very affordable and, possibly, free, especially if malware, 
hacked applications and so on are considered. Potentially, such a change 
could affect the entire industry, the same way GANs transformed what we 
think of “visual reality” and “trustworthiness.”

Since this is also a race between search engines with Google in first place 
and everyone else trying to reverse-engineer the algorithms, it could reach a 
situation where a bot would imitate not a random human being, but a specific 
person, like the one usually sitting behind a selected vulnerable computer. Ver-
sions of Captcha and Recaptcha could serve as examples of how attackers 
improve their tools and attack techniques.

After Memcached, there was much talk about the possibility of a new class of 
DDoS attack weapon—a vulnerability, bot, compromised service, something 
that could eternally send particular data to a specific address chosen by the 
attacker. One command from the attacker could release a perpetual contin-
uous flow of traffic, like syslog or a massive flood. That is only a theory. We 
can’t say if such servers, or devices, actually exist, but if they do, it would be 
an understatement to say that they could represent an extremely dangerous 
weapon in the wrong hands.

In 2018, we also saw increased interest in governance of the internet and 
associated services from all kinds of governments and nonprofits around the 
world. We view this as a neutral development up to the point where funda-



mental freedoms could be suppressed, which we hope won’t happen, espe-
cially in developed nations.

After years of collecting and analyzing attacking traffic globally, Qrator Labs is 
now implementing the first request block. The models we use to predict mali-
cious behavior enable us to determine with high confidence whether or not a 
user is legitimate. We adhere to our central philosophy of uninterrupted user 
experience, without JavaScript challenges or captchas and in 2019, we hope 
to achieve the capability to block the first malicious request from breaching 
our defenses.

 2018 World Cup in Football



As a company started in Russia, we watched the 2018 Football World Cup 
closely. The statistics we gathered during the championship are the following.

Overall, during the tournament, online stores and merchant traffic declined by 
46%, while the attendance of trading platforms (including Forex) decreased by 
a third. Online games lost 14% of their regular visitors.

On the days when the Russian national football team played, changes in traf-
fic were even more significant: the online games audience decreased by 38% 
and trading platforms’ — by 28%. However, most visitors returned right after 
the games ended.

Most dramatically, in general during the tournament, traffic for online cash 
registers at retailers, hotels, and restaurants increased by a multiple of six.
 
However, on the contrary, when the Russian national team played, it decreased 
by 1.4x  — less offline purchases were made too. 

Online taxi traffic increased by 50% but fell during the Russian team matches, 
by 12.5%. 

A similar trend was seen for banks — with an overall increase in traffic by 27%, 
but during the Russian team matches it declined by 38%.

The online popularity of Bookmakers’ resources increased as would be ex-
pected. Traffic of such media resources covering World Cup news almost 
doubled and for sports news resources it grew by four times.

Qrator Labs improvements
In 2018 Qrator Labs enabled the Single Page Application approach in the re-
stricted area of our website, where clients can manage the filtering service we 
provide. First of all, now the backend sections of the Qrator dashboard that 
communicate with frontend users are configured with container orchestration 
and operate only with an API. No more heavy HTML — a simple javascript 



application renders everything for the user, static data is lying under perfect 
conditions, and the API helps everything work smoothly.

Container orchestration is an important trend that should not be overlooked. 
With Docker and Kubernetes, the act of monitoring changes dramatically, as 
it shifts to the service instead of the hardware. Even though we monitor hard-
ware effectiveness, the numbers steadily lose significance relative to high-
er-level metrics, such as the “service availability” or “service degradation.”

In 2018 Qrator Labs significantly upgraded our statistics engine in the follow-
ing ways:

New metrics: highly scaled; we are ready to implement new ones upon request;

Separate fail proof cluster for collecting and processing data;

All points of presence push statistics into the engine independently, not vice versa;

The internal network synchronization protocol upgrade increased time-to-point preci-

sion by three times.

Our service offering is expanding horizontally and the scope of our work is 
widening as a natural answer to the directions in which the threats we address 
are evolving. We also plan to develop strategic services, since the support of 
such protocols as IPv6, HTTP/2, DNSSec, DoH, and others require more than 
just the writing of additional code. Strategic vision is sorely needed on the 
market to align DDoS protection with customer needs and architecture.

• 

• 

• 

• 



How will network filtering look in 2022?
It is always easier to say what it should not be than to make bold statements 
about what will be.

Without deep customization, network filtering efforts will fail to integrate with 
the specific resources involved. Attempts to implement generic DDoS protec-
tion that is highly specified in traffic, application or service architecture are 
rarely able to achieve reasonable QoS without making significant adjustments 
to the system and the service.

That is the reason Qrator Labs invests significant efforts to continually im-
prove and fine tune the filtering service by adding more features and providing 
more data to analyze. Of course, to maintain the best possible filtering net-
work we have to listen to our customers carefully because it is their valuable 
network resources and applications that we are protecting.

ATTACKS BANDWIDTH, 2018 AND 2 YEARS BEFORE
__________________________________________________



In 2018 we upgraded all our connections to ISPs on points of presence, as 
the challenges are clear and neither 40G nor, of course, 10G connections are 
adequate for serving a company whose priority is uninterrupted availability.

Flowspec, where available, would help block traffic at the upstream provider 
level, but not all Tier-1 and Tier-2 ISPs, fully support the option. This is un-
derstandable since flowspec allows downstream traffic management, which 
could be abused. With the help of BGP communities, certain commands could 
isolate our traffic flows from all customer traffic of our upstream connectivity 
provider, safely for both sides.

The Qrator Labs internal service protocol that enables us to sync data be-
tween Points of Presence has been significantly improved, uniting all internal 
services, tools and features Qrator Labs engineers apply to fight DDoS attacks.

For years, HTTP status codes and their growth on the customer side were a 
sign of trouble and the best indicator to monitor. In 2018, we serve an almost 
equal amount of metrics tied to the business application status, not just the 
HTTP codes. By measuring the day-to-day operation of an application, it is 
much easier to anticipate traffic fluctuations, including those related to at-
tacks. The metrics could be user-defined, as the customer is representing the 
application itself and knows all the angles.

An obsession with security is necessary for all participants in the internet as 
interconnected networks become increasingly decentralized and continue 
to grow. As a public space, the Internet hosts honest participants as well as 
those with malicious intent waiting for a time and opportunity to benefit from 
exploiting vulnerability. Because the Internet is a public place, it is important 
to address the politics equally for all the parties involved and provide everyone 
with the same means and resources.

CDNs, WAFs, DNS protection and hosting services are included in the Qrator 
Labs filtering network, which is a convenient way of providing the service to 
customers who seek security without diverting more valuable management 
resources than absolutely necessary from their core business.



In 2019 we have big plans to introduce services dedicated to protecting cus-
tomer networks, like office connections, and to further integrate with CDNs to 
better mitigate through-the-CDN, or “origin error,” attacks.



In 2018 Qrator Labs was frequently referred to as an MSSP — managed secu-
rity service provider. Such titles change over time, but we continue to consider 
our primary goal as providing customers with full-time availability and reason-
able DDoS protection.

Realistically, we cannot provide all the possible services under Qrator Labs 
name and SLA, which is why search for, find and further recommend reliable 
partners to provide certain services, starting with the WAF, which is essential 
in providing full protection against cyberattacks on any service, and ending 
with the local first line of support we try to provide all our customers in any 
time zone.

 Mellanox
We chose 100G Mellanox switches as a result of our internal tests in previous 
years. We still select equipment that fulfills our needs in specific situations. 
First of all, switches should not drop any small packets while working at line 
rate – there cannot be any degradation at all. Second, we liked the price. How-
ever, that’s not all. Cost is always justified by how the vendor reacts to your 
specifications.

Mellanox switches work under Switchdev, turning their ports into ordinary 
Linux interfaces. Being a part of the mainstream Linux kernel, Switchdev is 
described in documentation as “an in-kernel driver model for switch devices 
which offload the forwarding data plane from the kernel“. This approach is 
very convenient, as all the tools we’ve used to are available under one API 
that’s extremely natural for every modern programmer, developer and net-
work engineer. Any program, that uses standard Linux networking API, can be 
run on the switch. All the network monitoring and control tools built for Linux 
servers, including homemade ones, are available. For example, implementing 
changes to the route table is much more comfortable compared to how it’s 
been done before Switchdev. Up to the level of the network chip, all code is 
visible and transparent, making it possible to learn and make modifications, 
until the specific moment when you have to know exactly how the chip is built, 
or at least the external interface.

https://github.com/torvalds/linux/blob/master/Documentation/networking/switchdev.txt


A Mellanox device under Switchdev control is the combination  that we found 
most suitable for our needs, as the company provides full support for the al-
ready robust open source operating system out of the box.

While testing the equipment before running it in production, we found out that 
some forwarded traffic was dropped. Our investigation showed that it was 
caused by traffic on one interface was routed via the control processor, which 
of course could not handle high volumes of it. We did not know the exact 
cause of such behavior, but we supposed it was bound to the handling of 
ICMP redirects. Mellanox confirmed the cause of the problem, and we asked 
them to do something about that. Mellanox reacted rapidly, providing us with 
a working solution in the short term.

Great job, Mellanox!





Protocols and open source
DNS-over-HTTPS is a more complex technology than the DNS-over-TLS. We 
see the former blooming and the latter being slowly forgotten. It is a clear 
example where “more complex” means “more efficient,” as DoH traffic is indis-
tinguishable from any other HTTPS. We already saw this with the RPKI data 
integration, when it was initially positioned as an anti-hijack solution and didn’t 
end up well, but then reappeared as a powerful weapon against mistakes like 
static leaks and incorrect routing setups. Noise transformed into signal and 
now RPKI is supported on the biggest IX’s, which is terrific news.

TLS 1.3 has arrived. Qrator Labs, as well as the IT industry overall, watched the 
development process closely from initial draft through every stage within IETF 
to become an understandable and manageable protocol that we are ready to 
support in 2019. The support is already evident among the market, and we 
want to keep pace in implementing this robust, proven security protocol. We 
don’t know how DDoS mitigation hardware producers will adapt to the TLS 1.3 
realities, but, due to the technical complexity of protocol support, it could take 
them some time.

We are following HTTP/2 too. For now, Qrator Labs does not support the new-
er version of the HTTP protocol, due to the existing code base around this 
protocol. Bugs and vulnerabilities are still found rather frequently in the new 
code; as a security service provider, we are not yet ready to support such a 
protocol under the SLA we agree with our consumers.

The real question of 2018 for Qrator Labs was: “Why do people want HTTP/2 
so much? And it was the subject of hot debate throughout the year. People 
still tend to think of the “2” digit as the “faster, stronger, better” version, which 
is not necessarily the case in every aspect of that particular protocol. Howev-
er, DoH recommends HTTP/2 and this is where both protocols might get a lot 
of momentum.

One concern about the development of the next generation protocol suites 
and features is that it usually depends heavily on academic research, and the 
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state of that for the DDoS mitigation industry is quite poor. Section 4.4 of the 
IETF draft “QUIC manageability”, which is a part of the future QUIC protocol 
suite, could be seen as a perfect example of that: it states that “current prac-
tices in detection and mitigation of [DDoS attacks] generally involve passive 
measurement using network flow data”, the latter being in fact very rarely a 
case in real life enterprise environments (and only partly so for ISP setups) — 
and in any way hardly a “general case” in practice — but definitely a general 
case in academic research papers which, most of the time, aren’t backed by 
proper implementations and real world testing against the whole range of po-
tential DDoS attacks, including application layer ones (which, due to the prog-
ress in the worldwide TLS deployment, could obviously never be handled with 
any kind of passive measurement). Setting proper academic research trend is 
another challenge for the DDoS mitigation operators in 2019.

Switchdev fully met the expectations we expressed a year ago. We hope the 
continuous work on making Switchdev even better will strengthen in the com-
ing years, as the community is strong and growing.

Qrator Labs is following through with enabling Linux XDP to help further in-
crease packet processing efficiency. Offloading some patterns of malicious 
traffic filtration from CPU to NIC, and even to the network switch, appears 
quite promising, and we look forward to continuing our research and develop-
ment in this area.

https://tools.ietf.org/html/draft-ietf-quic-manageability-03#section-4.4
https://tools.ietf.org/html/draft-ietf-quic-manageability-03#section-4.4


RIPE ATLAS

HEAT MAP:

A diagnostic tool that measures

the availability of specified targets and,

additionally collects traceroutes

from probes that didn’t get the echo-reply

Draws average latency for a specified

target area of selected countries

Draws a latency heat map

for a specified target

A visualization tool for DNS output

RIPE ATLAS

COUNTRY MAP:

RIPE ATLAS

NSLOOKUP MAP:

RIPE ATLAS

REACHABILITY:

 RIPE Atlas Latency
 measurement toolset
Historically, DDoS-mitigation services were created as on-demand services 
or hardware to be deployed online only at the moment of the attack. How-
ever, for many high-risk and high-margin services, the constant switching of 
the “On” and “Off” states still leads to temporary inaccessibility. To avoid such 
downtime, services are gradually moving to a constant and continuous traffic 
filtering model, instead of on-demand activation. This step imposes additional 
low latency requirements across the network. According to recent Akamai re-
search, people react to bad video quality and buffering issues, which are con-
nected to network latency. Pings affect online games and gamers, making it 
impossible to play competitively. Network latency even affects how we search 
and make search-based decisions on the Web. Those additional milliseconds 
can have a significant impact.

A year ago, at the beginning of 2018, we released a set of tools that included 
several typical experiments, with the focus on visualizing latency maps and 
DNS output. We wanted to create an out-of-the-box tool and avoid some com-
mon limitations at the same time (such as the limitation that only allows you 
to use 1,000 RIPE Atlas probes per measurement). At the moment the tool 
contains the following components:

https://www.akamai.com/us/en/multimedia/documents/white-paper/bit-rate-and-business-model.pdf
https://www.akamai.com/us/en/multimedia/documents/white-paper/bit-rate-and-business-model.pdf


There are few additional flags. A full description and the source code can be 
found on our GitHub repo. The tool is easy to install and use. All you need is 
RIPE Atlas credits.

Radar
Now that the BGP manipulation genie is out of the bottle, the network commu-
nity must act. This is why the only framework we would consider working with 
in the Internet Engineering Task Force. 

Previously, we targeted protocol improvements on decreasing mistakes and 
errors, and in 2018 we concentrated on fighting malicious activity – specifical-
ly BGP hijacks. This vector is powerful, and attackers won’t hesitate to employ 
it again in attempts to disrupt service or steal user data. The main problem is 
that, except for monitoring, there is currently nothing to prevent path hijacks 
in the protocol itself. As we have already stated, BGPSec will not change any-
thing until it is implemented on the biggest network providers, which could 
have happened already if the protocol were suitable.

Our answer is the hacker approach - ASPA, where current tools are used to 
fight the most severe problems in the world of BGP routing. Implementation 
is easy, though the resulting solution answers almost all of the related threats. 
The fact that there’s no need to wait for full ASPA adoption is the main reason 
supporting our approach.

In 2018 we saw significant route leaks, serious hijacks and lots of other events 
involving BGP, which is the main reason why we need to find something that 
works in the nearest months, without waiting 10 years for the BGPSec imple-
mentation.

The Autonomous System Path Authorization improvement to the BGP proto-
col that our engineers are working on, in collaboration with others, could effi-
ciently and, more importantly, quickly solve the global hijacks issue, although, 
regional anomalies could persist.

https://github.com/QratorLabs/measurement_tools/
https://atlas.ripe.net/docs/credits/


The overall complexity of managing an AS working with the BGP protocol does 
not go down with time and effort. Operators in developing markets, where ISP 
and carrier markets grow dramatically each year, do not correctly estimate the 
possible consequences of improperly tuned AS. No security measure could 
defend against such an internal mistake. The absence of automatization with-
in the BGP makes it impossible for new players, with less experience, to prop-
erly handle AS in a high stress (route leak creation) or hijack situation.



 Notable BGP incidents
Notable incidents that took place during two weeks at the end of April and 
beginning of May 2018 may serve as a quick primer into what’s happening on 
a daily basis:

24 APRIL: ENET,

AS10297, US:

was leaking more than 5000 prefixes.

Giant route leak between China and Russia;

26 APRIL: DPSTL,

AS267286, BRAZIL:

4 MAY: ELCAT,

AS8449, KYRGYZSTAN:

21 MAY: ANOTHER

BRAZILIAN ISP

Notable incidents that took place during two weeks at the end of April and 
beginning of May 2018 may serve as a quick primer into what’s happening on 
a daily basis:

was leaking more than 5000 prefixes.

Malicious BGP and DNS hijack. The attack 
was successful;

Mega-hijack. A Brazilian ISP announced 16 /8 prefixes 
plus several smaller prefixes; ~5% of the entire IPv4 ad-
dress space in total;

https://radar.qrator.net/blog/the-day-the-internet-survived
https://dyn.com/blog/bgp-hijack-of-amazon-dns-to-steal-crypto-currency/
https://radar.qrator.net/blog/bgp-hijacks-malicious-or-mistakes


Radar 2018 improvements

BGP STATIC LOOPS----------------------------

RPKI and IRR data are now implemented to Radar, which impacted the quality 
of hijacks detection;

The most popular feature we applied in terms of customer requests was inci-
dent weighting. That is because the nature of BGP incidents heavily depends on 
how far each route leaks spreads, how many AS’s accept it - now Radar gives 
customers information about each specific anomaly affecting every region. 
Secondly, this allows the BGP operator to prioritize incidents for quicker reac-
tion to specific anomalies that could happen IRL. In 2019 this feature would be 
available for freemium Radar users as well;

Until 2018 Radar didn’t look deeply into AS_PATH manipulation incidents. During 
2019 we are going to make improvements and upgrades to the Radar monitor-
ing system that will allow us to analyze hijacks, or, specifically, AS_PATH ma-
nipulation incidents more thoroughly. This will enable us to better differentiate 
malicious routing attacks from misconfiguration mistakes. The frequency of 
such attacks is growing and we are equipping Radar customers with specific 
tools to help them better understand BGP hijacks and defend themselves;

• 

• 

• 



As Radar monitors outgoing traffic as well as incoming, we are improving 
anomaly detection with “Accepted Hijacks” as a part of our ongoing develop-
ment, making all analytics symmetrical for both outgoing and incoming BGP 
anomalies.

There is an additional item that we hesitate to count as a “feature” because 
no such function was implemented before. During 2018, we realized that in 
certain situations a BGP operator should know how to actively counter-hijack 
AS_PATH against a persistent attacker. This is a complicated issue because 
there are specific steps that could be activated to create further damage 
and, in some situations, there is no way to avoid losing data and endangering 
users’ credentials and personal information. We are still evaluating how, to 
whom, based on what requirements we could give this ability, possibly making 
a sub-authentication and authorization page for confirmed Radar customers 
and the legitimate owners of corresponding Autonomous Systems.

• 



Users have requested an active counter-hijack option within our filtering ser-
vice and the Qrator.Radar BGP monitoring project. The main reason is that de-
velopers have almost never thought about threats like DDoS attacks, hijacks, 
spoofs or others in this “era of trust.” Right now, the situation is the same – the 
era may have changed, but nobody thinks of how a separate protocol is going 
to handle stress, and what misuse and abuse cases could exist. That is why 
we participate within the IETF in our attempts to “fix things” because we think 
that only broad discussion within a community of professionals could solve 
these issues—we cannot find all the threats alone.

Internet Segments Reliability



Overall internet reliability did not change significantly from 2017. That year 
the average outage from a single failure was 41%; in 2018 it decreased by 3% 
to approximately 38%. The number of economies with an outage rate of less 
than 10% (indicating fault resistance) increased by one (n=30).

The most interesting trend for the year was found to be the significant reli-
ability improvements in the small economies of South Asia and Africa. These 
regions are still developing, but substantial improvements in IP transit market 
diversity are a sign of accelerating progress.

Concerning the Asian ISP market, we’ve observed significant changes over 
the last two years, with Hong Kong and Singapore exchanging places based 
on an index change of just 2%.

Competition is fierce at the top of the reliability list, where positions are ex-
changed based on single digit percentage changes.

It is commonly believed that if a technology works well in IPv4, it could be 
easily ported to IPv6. This mistaken assumption may be the most significant 
structural problem of the whole IPv6 development process.

Measuring global reliability between the two protocol versions is not as 
straightforward as it might seem. To maintain global connectivity under IPv4, 
any single path to a Tier-1 provider is adequate. However, in IPv6 this may not 
be enough. Due to ongoing peering wars between several Tier-1 providers in 
IPv6, they are not all connected to each other. At least two pairs of providers 
decided to “de-peer” in IPv6: Cogent (AS174) and Hurricane Electric (AS6939); 
Deutsche Telekom (AS3320) and Verizon US (AS701). These telecoms may 
have different reasons for their conflicts, but if a network is connected only to 
one party in the conflict, it would not have full IPv6 connectivity. It also affects 
the reliability of ISP’s with multiple upstream providers — the outage of one 
may lead to connectivity problems.

The overall comparison of IPv4 and IPv6 in case of a single failure shows that 
for 86% of economies, IPv4 connectivity is more reliable.



An important discovery in the world of IPv6 is that many ISPs do not have 
proper connectivity under normal operating conditions without outages. For 
example, in the US this applies to approximately 10% of all AS’s that have IPv6 
support, and in China, the situation is even worse: China Telecom (AS4134) 
is getting global IPv6 connectivity from only one provider, Hurricane Electric.

Deep dive with bots

Many companies seek bot protection, and it is no surprise that we saw groups 
working in different areas of that field in 2018. What we found interesting is 
that a large portion of these companies never experienced a targeted DDoS 

HOW BOTS DIFFERENTIATE

DDOS BOTS PARSING / CLICKING / COMMENTING BOTS

Direct profit

Data devaluation

Depreciating the impact of live usersATTACKER

GAINS:

OPERATIONAL

DIFFICULTY:

BEHAVIOR:

Indirect

Intangible

CPU exhaustion

Memory exhaustion

Bandwidth exhaustion

I/O exhaustion

Data scraping / parsing

Data input

Clicks

Forming incorrect statistical data

Middle to high cost

30-100% expense level

Low intensity of requests

Mimicking legitimate user path

Zero to low cost

0-30% expense level

High intensity of requests

Assaulting certain stress points

AIMS:



attack, at least a typical denial of service attempt to drain finite resources 
like bandwidth or CPU capacity. They feel threatened by the bots but cannot 
distinguish them from actual users or determine what they’re actually doing. 
They just know they want to get rid of the perceived bots.

The problems with bots and scrapers also have an important economic com-
ponent. If 30% of traffic is illegitimate and machine-originated, then 30% of the 
costs of supporting that traffic are wasted. Today, this can be seen as an addi-
tional inevitable tax on Internet businesses. It’s hard to decrease the number 
exactly to zero, but business owners would prefer to see it as low as possible.

Identification becomes a significant issue in today’s internet since the best 
bots don’t have to mimic human beings anymore—they occupy the same 
space, like parasites. We have been repeating for some time that any informa-
tion available publicly, without authorization or authentication, is and would 
end as common property — nobody could prevent that.

In 2018 we concentrated on identity and bot management issues. However, 
the broader scope here is different; we live in an era when there is no exact 
way to know the reason a client requests the server’s response. You read it 
right: ultimately every business wants a customer to buy something, that’s the 
reason for existing and the goal, so some companies want to look deeper into 
who requests what from the server — if there’s a real person behind.

It’s no wonder that business owners often learn from the technicians that a 
significant portion of their website traffic is originated by bots, not customers.

Automated humans we mentioned earlier could also be targeting some spe-
cific network resource with a browser add-on installed — and we believe that 
most of those extensions are installed purposely, to pursue a specific aim, 
known only to the creators of those networks. Click fraud, ad manipulation, 
parsing — such tasks are efficiently accomplished with the help of real human 
beings at the point where automation fails. Just imagine how the situation 
would change if machine learning were applied to the right link in the chain.



Parsers and scrapers, which are a part of the broader bot problem, became 
an issue we dived into during 2018, firstly thanks to our customers, who ap-
proached us with their experiences and provided the option to investigate 
further what was happening with their resources. Such bots might not even 
register on typical metrics, like the bandwidth or the server CPU load. We are 
currently testing a variety of approaches, but ultimately it is clear what cus-
tomers need — to block such intruders on their first request.

During the scraping epidemic we saw in Russia & CIS, it became clear that 
the bots involved are capable of encryption. One request per minute is a rate 
that could easily go unnoticed without request analysis of incoming traffic. In 
our humble opinion, the customer should decide the next step after getting 
our analysis and markup. Whether to block them, let them through or spoof 
(mislead) them — it is not for us to decide.

However, certain problems exist with pure automations, or “bots,” as we are 
used to calling them. If you are certain that the malicious bot generated a spe-
cific request, the first thing most decide to do is block it, sending no response 
from the server. We have reached the conclusion that this as senseless be-
cause such actions only give more feedback to the automation, enabling it to 
adapt and find a workaround. Unless the bots are attempting a denial of ser-
vice attack, we recommend not blocking such automations right away since 
the outcome of such cat and mouse games could be nothing more than a 
great waste of time and effort.

This is the primary reason Qrator Labs chooses to mark suspicious and/or 
malicious traffic and leave the decision about next steps to the resource own-
er taking into consideration their audience, service and business goals. One 
such example is the ad-blocking browser extension. Most ads are scripts and 
by blocking scripts you’re not necessarily blocking ads and you could block 
something else, like a javascript challenge. It is easy to imagine how this could 
escalate, resulting in lost income for a major group of internet businesses.



When attackers are blocked and receive the feedback they need, they can 
swiftly adapt, learn and attack again. Qrator Labs’ technologies are built upon 
the simple philosophy that the automation cannot be given any feedback they 
can use: you should neither block them nor pass them through, just mark 
them. After such marks are made you should consider their real goal — What 
they want? and Why are they visiting that specific resource or webpage? May-
be you could slightly alter the webpage’s content in a way no human would 
feel the difference, but the bot reality would turn upside down? If they are 
parsers, they could get misleading parsing info in the form of incorrect data.

While discussing those problems throughout 2018 we labeled such attacks 
as the straightforward business metrics attack. Your website and servers 
might seem fine, with no user complaints, but you feel something changing… 
like the CPA price of an ad you take from some programmatic platform slowly, 
but steadily steering advertisers elsewhere.

Killing attackers’ incentive is the only way of counteracting that. Trying to stop 
bots results only in wasted time and money. If they click something you ben-
efit from, render those clicks inefficient; if they parse you, provide unreliable 
information they won’t distinguish from legitimate, trustworthy data.

 Clickhouse



In general, Qrator Labs filtering service involves two stages: first, we immedi-
ately evaluate whether a request is malicious with the help of stateless and 
stateful checks, and, secondly, we decide whether or not to keep the source 
blacklisted and for how long. The resulting blacklist could be represented as 
the list of unique IP-addresses.

In the first stage of this process, we enlist machine learning techniques to 
better understand the natural flow of traffic for a given resource, since we 
parametrize the service for each customer individually based on the data we 
collect.

That is where Clickhouse comes in. To understand precisely why an IP-ad-
dress was banned from communicating with a resource, we have to follow 
the machine learning model to Clickhouse DB. It works very fast with big 
chunks of data (consider a 500 Gbps DDoS attack, continuing for a few hours 
between pauses), and stores them in a way that’s naturally compatible with 
the machine learning frameworks we use at Qrator Labs. More logs and more 
attack traffic leads to better and more robust results from our models to use 
in further refining the service in real time, under the most dangerous attacks.

We use the Clickhouse DB to store all the attack (illegitimate) traffic logs 
and bot behavior patterns. We implemented this specific solution because 
it promised an impressive capacity for processing massive datasets in a da-
tabase style, fast. We use this data for analysis and to build the patterns we 
use in DDoS filtering and to, apply machine learning to improve the filtering 
algorithms. 

A significant Clickhouse advantage, compared to other DBs, is that it doesn’t 
read the entire string of data — it could take only the needed, much smaller, 
segment, if you’re storing everything by the guidelines.



IoT
IoT, in general, did not make any progress towards improved overall security 
at all during 2018. In fact, researchers identified an entire class of industrial 
equipment that is currently being connected with significant vulnerabilities. A 
recent finding of the CoAP protocol indicates that there are many other vul-
nerable access points. It shouldn’t be the protocol itself, and sometimes it 
is enough to get some client bugged. Outcome is uncontrollable and hardly 
predictable with the current growth numbers.

The accuracy of our predictions for 2018 builds confidence in sharing what 
we expect during the year ahead. There is no “S” in security for IoT yet, and this 
will attract further trouble because vulnerable devices already populate bot-
nets. IoT-based amplificators are an obvious next step for abuse. Moreover, 
home connected devices are just the tip of the iceberg, as was proven - there 
are many other interesting groups of connected “devices,” communicating 
with the help of protocols, which were chosen based entirely on economic 
factors, without considering security.

Vulnerabilities in industrial IoT will be exploited because the current approach 
to protocol development remains weakened by haste, narrowmindedness or 
greed, with some notable exceptions like the TLS 1.3 standard.

Regarding TLS 1.3, it is clear that the upgraded protocol adoption will be fast 
and widespread since everybody now understands how fundamental encryp-
tion is in the modern world.

Conclusion
For quite some time, we have been living with multifactor attacks that explore 
multiple attacking protocols to render a target unavailable.



Digital hygiene and up-to-date security measures should and actually could 
cover 99% of the actual risks an individual entity is likely to encounter, except 
for extreme or purposefully targeted cases, and keep an “average” internet 
service from experiencing problems.

On the other hand, DDoS attacks are capable of cutting the internet connec-
tion of any country in the world, though only few could be effectively targeted 
externally. That’s not the case in the BGP, where it is possible to only shut 
down a number of dots on any map you would like to draw.

Knowledge of network security continues to grow, which is excellent. Never-
theless, once you look at the numbers tied to amplificators in networks or op-
tions to spoof someone else — they aren’t going down! This is because each 
year the amount of time students spend in internet security school, i.e. the 
people starting to care about how they write code and build their applications, 
does not match the amount of time needed to ensure they’re not making vul-
nerabilities that will allow someone to use such resources for organizing a 
successful DDoS attack, or worse.

One of the most significant findings of 2018 was that most people still ex-
pect substantially more from technology than can be delivered currently. This 
was not always that the case, but right now we see a strong tendency to ask 
too much, regardless of the software or hardware features. People keep ex-
pecting more, which probably won’t change because of the promises made 
in marketing campaigns. However, people are buying those promises, and the 
companies feel, that they should work on fulfilling them. 

Maybe, that’s the nature of progress and evolution. These days, people feel 
frustrated and disappointed for not having what they were “guaranteed,” and 
what they paid for. So, this is where the current problems originate, where 
we can’t “fully” buy a device and all its software that will do what we want, or 
where “free of charge” services come at a high price in terms of personal data. 

Consumerism tells us that we want something, and we should pay for it with 
our lives. Do we need the kinds of products or services that upgrade them-



selves to sell us better deals in the future based on data they gathered on us in 
ways we may not like? We could anticipate that in 2019, after the Equifax and 
Cambridge Analytica cases, we may see a final explosion of personal data 
acquisition and abuse.

After ten years, we have not changed our core beliefs about the architecture 
of the interconnected network. That is the reason we continue to stand behind 
the most fundamental principles of Qrator Labs filtering network — BGP-any-
cast, the ability to process encrypted traffic, avoidance of captchas and other 
obstacles, more visibility for legitimate users compared to attacking bots.

Looking at what continues to happen with cybersecurity experts and compa-
nies in the field we want to stress another issue: when it comes to security, no 
naive, simple or fast approach is applicable.

This is the main reason Qrator Labs doesn’t have hundreds or even dozens of 
points-of-presence, compared to the CDNs. By maintaining a smaller number 
of scrubbing centers all connected to the Tier-1 class ISPs, we achieve true 
traffic decentralization. That is also the reason why we do not try to build fire-
walls, which are entirely different from what Qrator Labs does — connectivity. 

We have been telling stories about captchas and javascript tests and checks 
for some time and here we are — neural networks are getting extremely use-
ful in solving the former, and the latter were never an issue for the skilled and 
persistent attacker.

This year we also felt a rather exciting shift: for years DDoS was a problem 
for only a limited number of business areas, usually, the ones where mon-
ey is above the water level: e-commerce, trading/stocks, banking/payment 
systems. However, with the continuous growth of the Internet, we observe 
DDoS attacks now being applied to all the other available internet services. 
The DDoS era started with increases in bandwidth and the number of person-
al computers in use around the world; it is no surprise that in 2018, with silicon 
microchips in every device around us, the attack landscape is evolving so fast.



If anyone expects this tendency to ever change, they are probably mistaken. 
Just as we, perhaps, are too. No one can tell how the internet will actually 
evolve and spread its impact and power in the coming years, but according to 
what we saw in 2018 and continue to observe in 2019, everything is going to 
multiply. By 2020 the number of connected devices on the internet is expect-
ed to exceed 30 billion, besides the fact that we’re already passed the point 
at which humanity generated more traffic than the automation it created. So, 
soon, we will have to decide how to manage all this “intelligence,” artificial or 
not, since we are still living in the world where only a human being can be re-
sponsible for something being right, as well as wrong.

2018 was a year of opportunities for those on the dark side. We see growth in 
attacks and hacks in terms of complexity, volume and frequency. Crooks ob-
tained some powerful tools and learned how to use them. The good guys did 
little more than just watch these developments. We hope to see that change 
this year, at least on the most painful questions.
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